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1 Introduction / Purpose 
 
This document defines the ICT Network Security Policy for Blackpool Teaching Hospitals 
NHS Foundation Trust (the Trust).  The ICT Network Security Policy applies to all business 
functions and information contained on the Information Communications Technology 
Network (the Network), the physical environment and relevant people who support and 
use the Network. 
 
2 General Principles / Target Audience 
 
The scope of this policy is to ensure the security, protection of the confidentiality, integrity 
and availability of the Trust’s network.  To do this the Trust will: 
 

• Ensure Availability. 

• Ensure that the network is for authorised users. 

• Preserve Integrity. 

• Protect the network from unauthorised or accidental modification ensuring the 
accuracy and completeness of the organisation’s assets. 

• Preserve Confidentiality. 

• Protect assets against unauthorised disclosure. 

 
This policy applies to all Information Communications Technology networks within the 
Trust used for: 
 

• The storage, sharing and transmission of non-clinical data and images. 

• The storage, sharing and transmission of clinical data and images. 

• Printing or scanning non-clinical or clinical data or images. 

• The provision of Internet systems for receiving, sending and storing non-clinical or 
clinical data or images. 

• Transmission of voice. 

 
3 Definitions and Abbreviations  
 
CoIN Community of Interest Network 
ICT Information, Communication and Technology 
ISO International Standards Organisation 
SLA Service Level Agreement 
 
4 Responsibilities (Ownership and Accountability) 
 
The Health Informatics Committee is the accountable body for Network Security as 
delegated by the Trust Board. 
 
The Chief Information Officer is the accountable officer for the Trust. These duties are 
discharged through the Head of ICT. 
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All Trust members of staff have a general duty to act responsibly and professionally when 
dealing with the security of Trust information and resources. Within the scope of this policy 
staff must be especially aware of the need to Safeguard the information in their care on the 
Network and report any suspected or actual breaches in security to the Information 
Security Officer. 
 
5 Policy 
 
5.1 Introduction 
 
The Trust’s network is classified as part of a Community of Interest Network (CoIN) which 
encompasses the whole of the supported health economy.  When the Trust network is 
referred to in this document it covers all users and devices associated with the Fylde 
Coast Health economy. 
 
The network comprises of a collection of communications hardware such as servers, 
storage area networks, computers and other peripherals that are available to the user 
base. 
 
5.2 Network Security 
 
The overall Network Security Policy for the Trust is described below: 
 
The Trust information network will be available when needed, can be accessed only by 
legitimate users and will contain complete and accurate information.  The network must 
also be able to withstand or recover from threats to its availability, integrity and 
confidentiality.  To satisfy this, The Trust will undertake the following: 
 

• Protect all hardware, software and information assets under its control.  This will be 
achieved by implementing a set of well-balanced technical and non-technical 
measures. 

• Provide both effective and cost-effective protection that is commensurate with the 
risks to its network assets. 

• Implement the Network Security Policy in a consistent, timely and cost-effective 
manner. 

• Where relevant, the Trust must comply with: 

• Copyright, Designs & Patents Act 1988 (1) 

• Access to Health Records Act 1990 (2) 

• Computer Misuse Act 1990 (3) 

• The Data Protection Act 2018 (4; 5) 

• The Human Rights Act 1998 (6) 

• Electronic Communications Act 2000 (7) 

• Regulation of Investigatory Powers Act 2000 (8) 

• Freedom of Information Act 2000 (9; 10) 
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• Health & Social Care Act 2012 (11) 

 
The Trust will comply with other laws and legislation as appropriate. 
 
5.3 Risk Assessment 
 
The Trust will carry out security risk assessments in relation to all the business processes 
covered by this policy.  These risk assessments will cover all aspects of the network that 
are used to support those business processes. The risk assessment will identify the 
appropriate security countermeasures necessary to protect against possible breaches in 
confidentiality, integrity and availability. 
 
Risk assessments will be conducted according to the Risk Management Policy (12) and 
will be the responsibility of the Head of Network Infrastructure and Telecoms. 
 
5.4 Physical and Environmental Security 
 
The Trust has an Information, Processing, Equipment, Siting and Protection Policy that 
covers this section.  Refer to this for further details and information on the physical and 
environmental security, (CORP/POL/236) (13). 
 
5.5 Access Control to Secure Network Areas 
 
Entry to secure areas housing critical or sensitive network equipment will be restricted to 
those whose job requires it.  All cabinets and associated areas will be secured and locked 
and periodically audited.  The Head of ICT is responsible for initiating such audits. 
 
Those who require access to these areas will need to sign in and out the appropriate keys 
and entry devices to gain access. 
 
5.6 Access Control to the Network 
 
There are technical controls in place to prevent unauthorised devices from being 
connected to the Trusts network.  Digital certificates are used on all ICT managed tablets, 
mobiles and desktop and laptop computers to validate that the devices are permitted 
access to connect to the network.  All other devices must be whitelisted by the ICT Dept in 
order to gain network access.   
 
Any new devices that are not standard catalogue equipment but require connectivity to the 
network must go through standard change control process, and a pre-acquisition form 
must be completed prior to procurement to assess if the equipment will meet the minimum 
security and governance requirements.  Change controls can be raised through the ICT 
Service Desk and will be assessed by the Change Advisory Board which is held weekly. 
 
There are strict standards and regulations that must be applied to any new Medical 
Devices that are expected to connect to the Network. Approval must be sought prior to 
procurement of the device to ensure appropriate safeguards and assurances are provided 
and met by the supplier.  
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Access to network resources will be via a secure log-on procedure, designed to minimise 
the opportunity for unauthorised access.  This must conform to the Access Control – 
Information Systems Policy (CORP/POL/508) (14). 
 
Remote access to the network will conform to the Trust’s Internet Remote Access Code of 
Practice Procedure (CORP/PROC/463) (15). 
 
 
Access rights to the network will be allocated on the requirements of the user's job 
functions, rather than on a status basis. 
 
Security privileges (i.e. 'superuser' or network administrator rights) to the network will be 
allocated on the requirements of the user's job functions, rather than on a status basis. 
 
User access rights will be immediately removed or reviewed for those users who have left 
the Trust or changed job. 
 
Access control to core network components, e.g. switches, is restricted to network 
infrastructure team personnel only, and access is controlled through strict authentication, 
authorization, and accounting methods.  
 
Wireless access points are managed by a centralised wireless controller and  
and access to the controller is restricted to network infrastructure team personnel only, and 
access is controlled through strict authentication, authorization, and accounting methods. 
 
5.7 Third Party Access Control to the Network 
 
Third party access to the network will be based on a formal contract that satisfies all 
necessary NHS security conditions.  This is outlined in the Remote Access Code of 
Practice Procedure (CORP/PROC/463) (15). 
 
Third party suppliers to the Trust and non-Trust devices are not allowed access to the 
Trust network unless authorised by the Head of Network Infrastructure and Telecoms.  
Contractors may gain access to a segregated Guest wireless network by request to the 
ICT Service Desk for a maximum of 7 days.  Access for a longer period must be 
authorised by the Head of Network Infrastructure and Telecoms.   
 
Visitors may connect to the Public Guest Wireless network – “NHS Wifi” which is a 
segregated wireless network with access to the Internet but no access to the Trust network 
and is broadcast at all wireless enabled sites on the COIN. 
 
5.8 Maintenance Contracts 
 
The Head of Network Infrastructure and Telecoms will ensure that maintenance contracts 
are maintained and periodically reviewed for all network equipment and meet all the 
required security standards and legislation for all network equipment. 
 
  



Blackpool Teaching Hospitals NHS Foundation Trust ID No. CORP/POL/192 
Title: Information, Communication and Technology 
(ICT) – Network Security Policy Revision No: 5 Next Review Date: 09/06/2024 

Do you have the up to date version? See the intranet for the latest version 

Page 7 of 14 

5.9 Data and Software Exchange 
 
Formal agreements for the exchange of data and software between organisations must be 
established and approved by the Head of Information Governance following a Data 
Protection Impact Assessment. 
 
5.10 Fault Logging and Rectification 
 
The ICT Service Desk is responsible for ensuring that a log of all faults on the network is 
maintained and assigned to the appropriate members of the network infrastructure team. 
 
The member of staff will then be responsible for rectifying the fault and closure within the 
agreed Service Level Agreement (SLA) timescales, and if necessary to escalate the fault 
following the suitable escalation path. 
 
5.11 Network Operating Procedures 
 
Documented operating procedures must be prepared for the operation of the network, to 
ensure its correct and secure operation. 
 
Changes to operating procedures must be authorised by the Network Infrastructure 
Manager. 
 
5.12 Data Backup and Restoration 
 
The Head of Network Infrastructure and Telecoms is responsible for ensuring that backup 
copies of network configuration data are taken regularly. 
 
The IT Operations Manager is responsible for ensuring all user data is backed up and 
checked according to the Electronic Data Backup Policy (CORP/POL/181, (16)). 
 
Documented procedures for the backup process and storage of backup files will be 
produced and communicated to all relevant staff. 
 
All backups will be stored securely according to the Electronic Data Backup Policy 
(CORP/POL/181). (16). 
 
5.13 User Responsibilities, Awareness and Training 
 
The Trust will ensure that all users of the network are provided with the necessary security 
guidance, awareness and where appropriate training to discharge their security 
responsibilities.  This will be discussed at staff induction courses. 
 
All users of the network must be made aware of the contents and implications of the 
Network Security Policy. 
 
Irresponsible or improper actions by users may result in disciplinary action(s). 
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5.14 Security Audits 
 
The Trust will require checks on, or an audit of, actual implementations based on approved 
security policies. This will be performed as part of the requirements of the Data Security 
and Protection Toolkit (17).  Both internal and external assurance must be sought. 
 
Penetration testing will take place at least once every year.  The Head of Network 
Infrastructure and Telecoms is responsible for organising this testing by an independent 
and accredited 3rd party penetration testing company.  The findings from the penetration 
testing report will be shared confidentially amongst the Head of ICT, IT Operations 
Manager, Head of Information Governance and Head of Network Infrastructure and 
Telecoms, and an action plan drawn up to address any security issues.  These issues will 
be arranged in order of priority so that potentially critical security holes can be addressed 
more urgently.  Distribution of this report is strictly confidential and should not be shared 
with any parties outside of the ICT Dept. 
 
5.15 Malicious Software 
 
The Trust must ensure that measures are in place to detect and protect the network from 
viruses and other malicious software.  These measures must meet the requirements of the 
Data Security and Protection Toolkit (17). 
 
5.16 Secure Disposal or Re-Use of Equipment 
 
Network equipment falls into the category of IT equipment and must be disposed of as per 
the Trusts Disposal of IT Equipment and IT Media Policy (CORP/POL/188, (18)).  
 
5.17 System Change Control 
 
All changes to the network must be documented and agreed.  All such changes must be 
reviewed and approved by the Head of Network Infrastructure and Telecoms or the 
Network Infrastructure Manager.  The Network Infrastructure Manager is responsible for 
updating all relevant design documentation and operating procedures. 
 
The Head of Network Infrastructure and Telecoms is responsible for ensuring that selected 
hardware or software meets agreed security standards. 
 
Acceptance testing schedules for all new network systems must take place prior to any 
changes to the technology used for security of the network.   
 
Testing facilities will be used for all new network systems.  Development and operational 
facilities will be separated. 
 
5.18 Security Monitoring 
 
The Trust will ensure that the network is monitored for potential security breaches.   All 
monitoring will comply with current legislation. 
 
The Head of Network Infrastructure and Telecoms is responsible for ensuring that 
monitoring is in place. 
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5.19 Reporting Security Incidents and Weaknesses 
 
All potential security breaches must be investigated.  In the first instance these events 
should be reported to the ICT Service Desk and immediately escalated to a senior 
manager in ICT.  Security incidents and weaknesses must also be reported in accordance 
with the requirements of the organisation's Health Informatics Information Security and 
Information Technology (IT) Serious Incident Reporting and Monitoring Policy 
(CORP/POL/172) (19).  The Senior Information Risk owner will be informed in the event of 
a serious issue that may have the ability to affect the business operations and the clinical 
safety of the patients. 
 
5.20 System Configuration Management 
 
The Trust must ensure that there is an effective configuration management system for the 
network. 
 
The Head of Network Infrastructure and Telecoms is responsible for this. 
 
5.21 Business Continuity and Disaster Recovery  
 
The Trust must ensure that they have business continuity and disaster plans recovery 
plans in place, and that recovery procedures are produced for the network. 
 
The plans and procedures must be held by the Head of Network Infrastructure and 
Telecoms and tested on a regular basis. 
 
5.22 Unattended Equipment and Clear Screen 
 
Users must ensure that they protect the network from unauthorised access.  They must 
ensure that nobody can use their logon when they are away from their desk, the 
equipment is left unattended or they have finished working. 
 
Users failing to comply will be subject to disciplinary action. 
 
5.23 Policy Monitoring 
 
The Trust will monitor the effectiveness of the controls within this Policy through the use of 
Key Performance Indicators. These indicators will be regularly reviewed and submitted to 
the Health Informatics Committee. 
 
5.24 Licensing and Copyright 
 
The Trust fully endorses and seeks compliance with all appropriate licensing and copyright 
laws.  Copies of all appropriate licenses are kept in the license file in the documentation 
repository held by ICT Developments on behalf of the Head of ICT.  Compliance is 
obtained depending on the current licensing arrangements for each piece of software and 
changes regularly.  As such it is the duty of the Head of ICT to read and comply with the 
current licence as it exists at the time. 
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5.25 Software Installation 
 
It is expressly forbidden to load, install or run any software or other executable file on any 
system without the written permission of the ICT Change Management Board, or 
exceptionally the Head of ICT.  All Trust mail systems block multiple types of potentially 
dangerous attachments.  Users do not have rights to install software onto Trust systems. 
 
5.26 Virus and Threat Protection Software 
 
All computers and servers are protected from known virus and malware attacks by anti-
virus/anti-malware software.  PC’s and Servers will check for the latest updates to the 
protection software every hour and update automatically. 
 
5.27 Reviews 
 
Regular manual reviews of the software and data content of systems supporting critical 
business processes are conducted by the ICT Back Office.  The presence of any 
unapproved files or unauthorised amendments must be formally investigated and all 
results in the documentation repository. 
 
5.28 Awareness 
 
As part of their induction all staff are informed of their responsibility for ensuring security 
against viruses and all other possibly damaging software.  All staff are mandated to 
undertake the Data Security Protection Training on an annual basis. Access will be 
suspended if staff repeatedly ignore the requests to complete the training and suspension 
will not be lifted until training is complete.  
 
5.29 Projects 
 
Managers must build in time and ICT department resources for any projects where large 
amounts of data are likely to be received or sent.  Security procedures will not be 
compromised to meet other deadlines, without the express written permission of the ICT 
Change Management Board, or exceptionally the Head of ICT. 
 
5.30 Business Continuity 
 
Appropriate business continuity plans for recovering from virus attacks, including all 
necessary data and software back-up and recovery arrangements are included in the 
Disaster Recovery Plan documents in the documentation repository. 
 
5.31 Warnings 
 
The Head of ICT, or his representative, must verify all information relating to malicious 
software, and ensure that warning bulletins are accurate and informative, no other staff 
member may distribute warnings. Part of the induction for all staff is a clear message on 
giving all warnings to the ICT Service Desk, ext. 51016, and not forwarding them to others. 
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Appendix 1: Equality Impact Assessment Form 
Department ICT Service or Policy  Date Completed:  

GROUPS TO BE CONSIDERED 
Deprived communities, homeless, substance misusers, people who have a disability, learning disability, older people, children and families, 
young people, Lesbian Gay Bi-sexual or Transgender, minority ethnic communities, Gypsy/Roma/Travellers, women/men, parents, carers, staff, 
wider community, offenders. 

EQUALITY PROTECTED CHARACTERISTICS TO BE CONSIDERED 
Age, gender, disability, race, sexual orientation, gender identity (or reassignment), religion and belief, carers, Human Rights and social 
economic / deprivation. 

QUESTION RESPONSE IMPACT 

Issue Action Positive Negative 
What is the service, leaflet or policy 
development? 
What are its aims, who are the target 
audience? 

    

Does the service, leaflet or policy/ 
development impact on community 
safety 

• Crime 

• Community cohesion 

    

Is there any evidence that groups who 
should benefit do not? i.e. equal 
opportunity monitoring of service users 
and/or staff. If none/insufficient local or 
national data available consider what 
information you need. 

    

Does the service, leaflet or 
development/ policy have a negative 
impact on any geographical or sub 
group of the population? 

    

How does the service, leaflet or policy/ 
development promote equality and 
diversity? 

    

Does the service, leaflet or policy/ 
development explicitly include a 
commitment to equality and diversity 
and meeting needs? How does it 
demonstrate its impact? 

    

Does the Organisation or service 
workforce reflect the local population? 
Do we employ people from 
disadvantaged groups 

    

Will the service, leaflet or policy/ 
development 
i. Improve economic social conditions 

in 
deprived areas 

ii. Use brown field sites 
iii. Improve public spaces including 

creation of green spaces? 

    

Does the service, leaflet or policy/ 
development promote equity of lifelong 
learning? 

    

Does the service, leaflet or policy/ 
development encourage healthy 
lifestyles and reduce risks to health? 

    

Does the service, leaflet or policy/ 
development impact on transport? 
What are the implications of this? 

    

Does the service, leaflet or 
policy/development impact on housing, 
housing needs, homelessness, or a 
person’s ability to remain at home? 

    

Are there any groups for whom this 
policy/ service/leaflet would have an 
impact? Is it an adverse/negative 
impact? Does it or could it (or is the 
perception that it could exclude 
disadvantaged or marginalised groups? 

    

Does the policy/development promote 
access to services and facilities for any 
group in particular? 
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Appendix 1: Equality Impact Assessment Form 
Does the service, leaflet or 
policy/development impact on the 
environment 

• During development 

• At implementation? 

    

ACTION: 

Please identify if you are now required to carry out a Full Equality 
Analysis 

Yes No (Please delete as 
appropriate) 

Name of Author: 
Signature of Author: 

Andy McArdle Date Signed:  

  

Name of Lead Person: 
Signature of Lead Person: 

 Date Signed:  

  

Name of Manager: 
Signature of Manager 

 Date Signed:  

 

 


