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1 Purpose 
 
The aim of this policy is to establish and maintain the security and confidentiality of 
information, information systems, applications and networks owned or held by the Trust 
by: 
 

• Ensuring that all members of staff are aware of, and fully comply with the relevant 
legislation as described in this and other policies. 

• Describing the principles of security and explaining how they will be implemented in 
the Trust. 

• Introducing a consistent approach to security ensuring that all members of staff fully 
understand their own responsibilities. 

• Creating and maintaining within the Trust a level of awareness of the need for 
Information Security as an integral part of the day to day business. 

• Protecting information assets under the control of the Trust. 

 
2 Target Audience  
 
This policy is to ensure all staff are informed of their responsibilities and help them meet 
these requirements, it refers to standards, policies and procedures as well as legal 
guidance, which are used to develop and support proper systems of keeping information 
secure and confidential. 
 
This policy applies to: 
 

• all staff working within Blackpool Teaching Hospitals NHS Foundation Trust or 
personnel engaged in duties for the Trust under a Letter of Authority, Honorary 
Contract or Work Experience programme; volunteers and any other third party such 
as contractors, students or visitors. System Users from partner organisations 
accessing Trust based information under the terms of an information Sharing 
Agreement. For the purposes of this document all the above will be referred to as 
employees. 

• all sites used by the Trust. 

• all information, information systems, networks and application systems. 

• all portable devices and removable storage media e.g. laptops, PDA’s CD’s USB 
sticks. 
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3 Definitions and Abbreviations  
 
HIC Health Informatics Committee 
IAA’s Information Asset Assistants 
IAO’s Information Asset Owners 
ICT Information Communication and Technology 
ID Identification 
ISMS Information Security Management System 
IT Information Technology 
PID Personal Identifiable Information 
SIRO Senior Information Risk Owner 
VPN Virtual Private Network 
 
4 Policy 
 
4.1 Information 
 
Information is one of the Trust’s most important assets. 
 
The Trust and its employees have responsibilities and legal requirements to keep 
information safe, secure and confidential at all times.  Particular care must be taken with 
person identifiable information (PID).  Failure to do so may open the Trust and individuals 
to criticism, legal action or both.  The confidence of the general public in the Trust may 
also be compromised if information is not kept safe and secure. 
 
4.2 Objectives 
 
The objectives of this policy are to preserve: 
 

• Confidentiality – Access to Data must be confined to those with specific authority to 
view the data. 

• Integrity – Information is to be complete and accurate.  All systems, assets and 
networks must operate correctly, according to specification. 

• Availability – Information must be available and delivered to the right person, at the 
time when it is needed. 

 
4.3 Responsibilities for Security 
 
Failure to comply with this policy may result in disciplinary action and may expose the 
individual concerned to civil proceedings and/or criminal prosecution. 
 
4.3.1 Chief Executive 
 
Ultimate responsibility for information security rests with the Chief Executive of the Trust. 
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4.3.2 Line Managers 
 
Line managers are responsible for ensuring that employees are aware of and comply with: 
 

• Any information security policies/procedures specific to their work areas. 

• Their personal responsibilities for information security. 

• How to access advice on information security matters. 

 
4.3.3 Employees 
 
All employees must comply with security procedures including the maintenance of data 
confidentiality and data integrity.  
 
Each employee is responsible for the security of the information they use and maintaining 
its confidentiality, integrity and availability to the highest standard. 
 

• It is not permitted to use the Trusts Networks for Social Networking or Blogging for 
personal use.  

• A continued duty of confidence remains when communicating outside of the working 
environment.  Any unauthorised disclosure of business information will be treated as 
a Breach of Confidentiality and the Trust will take the relevant disciplinary action 
and/or criminal prosecution.  

• Examples of Social Networking or Blogging websites are Twitter.com, Blogging.com 
and Facebook.com 

 
4.3.4 Information Security Officer 
 
The Information Security Policy must be maintained, reviewed and updated by the 
Information Security Officer.   
 
4.3.5 Contractors 
 
Contracts with external contractors that allow access to the Trust’s information systems 
will be in operation, these contracts must ensure that the staff or sub-contractors of the 
external organisation comply with all appropriate security policies.   
 
4.4 Legislation 
 
The Trust is committed to compliance with all relevant UK legislation and NHS guidance.  
Please refer to Section 8 which includes but is not limited to the included referenced 
guidance documents. 
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4.5 Policy Framework 
 
4.5.1 Management of Security 
 
Board level responsibility for Information Security will reside with the Chief Executive. 
Operational responsibility for this has been devolved to the Chief Information Officer as the 
Senior Information Risk Owner (SIRO). 
 
Information Asset Owners (IAO’s) are responsible for all information assets held within 
their areas of control. The Divisional representatives on the Health Informatics Committee 
(HIC) will act as lead IAO’s for reporting purposes for their Divisions. Divisions will have 
the authority to appoint additional IAO’s as required (notification to the HIC will be 
required). The IAO’s have the authority to appoint Information Asset Assistants (IAAs) who 
will ensure the appropriate level of administration for new and existing systems. 
 
Information Asset Assistants (IAA’s) will be System Administrators who are responsible for 
the production and maintenance of an Information Security Management System (ISMS) 
covering all legislative and statutory requirements for the information system(s) which they 
support. This includes the appropriate capture, storage and eventual destruction or 
transfer of records to the archives. 
 
The Trust’s Head of Information Communication and Technology (ICT) will be responsible 
for implementing, monitoring, documenting and communicating information security 
requirements for the Trust. 
 
4.5.2 Information Security Training and Awareness 
 
Information security training and awareness will be provided via a number of methods 
including: 
 

• Trust induction. 

• Mandatory training sessions. 

• Newsletters. 

• Ongoing training and awareness sessions. 

• E-learning. 

• Communication updates. 

 
4.5.3 Contracts of Employment 
 
Security requirements must be addressed at the recruitment stage and all contracts of 
employment must contain a confidentiality clause. 
 
Security requirements must be included in job definitions where required. 
 
  



Blackpool Teaching Hospitals NHS Foundation Trust ID No. CORP/POL/178 
Title: Information Security Policy 

Revision No: 10 Next Review Date: 09/06/2024 

UNCONTROLLED COPY WHEN PRINTED 
Current Version held on the Intranet 

Page 7 of 15 

4.5.4 Registration of Databases and Filing Systems containing Personal 
Information 

 
To ensure that the Trust is able to protect personal information that it holds against: 
 

• Unauthorised access 

• Damage 

• Misuse 

• Inappropriate loss or destruction 

 
It is essential that the organisation is fully aware of all databases held. 
 
All staff, e.g. Clinicians, Nursing staff, Allied Health Professionals and Administrative 
personnel must inform the Trust of any intention to record personal information on any 
electronic database or manual record keeping system that is not provided by the Trust. 
 
Any member of staff wishing to undertake the collection of personal data will be the 
responsible local “data controller” and as such will maintain the system with the assistance 
and advice of the Information Governance Department and the ICT Department. 
 
The “data controller” for any proposed system is required to submit a Proposal 
Engagement Form as per CORP/PROC/724 (1). 
 
Following approval for use, the “data controller” will notify the Information Governance 
Department of any intention to use the information for purposes other than those originally 
agreed. 
 
The “data controller” will not remove, download or copy any database without the 
appropriate authority. To do so would result in disciplinary action and possible legal action. 
 
4.5.5 Security Control of Assets 
 
Every asset (hardware, software, application or data system) will have a named custodian 
/ owner who will be responsible for the security of that asset. 
 
4.5.6 Access Controls 
 
Only personnel who have an identified need will be given access to restricted areas 
containing information systems (authorisation required). 
 
4.5.7 User Access Controls 
 
Access to information must be restricted to authorised users who have a business need to 
access the information. 
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4.5.8 Computer Access Control 
 
Access to computer facilities must be restricted to authorised users who have a business 
need to use the facilities. 
 
4.5.9 Application Access Control 
 
Access to data, system utilities and program source libraries must be controlled and 
restricted to authorised users.  Authorisation to use an application will depend on the 
availability of a licence from the supplier. 
 
Staff must not download Applications without Information Governance or ICT Approval. 
 
4.5.10 Equipment Security 
 
In order to minimise loss of, or damage to all assets, equipment must be physically 
protected from security threats and environmental hazards. 
 
4.5.11 Computer and Network Procedures 
 
Management of computer and networks must be controlled by standard procedures that 
have been authorised by the Health Informatics Committee. 
 
4.5.12 Security Incidents and Weaknesses 
 
All information security incidents and weaknesses, actual or suspected, must be reported 
using the untoward incident reporting process. Information security incidents will be 
reviewed by the Information Security Officer and reported to the Health Informatics 
Committee and Learning from Incidents and Risks Committee. The review(s) to establish 
that cause, operational impact, and business outcome have been identified and any 
appropriate improvements implemented. 
 
Where an actual breach of confidentiality has occurred and there is potential for an 
individual to suffer harm as a result, the Investigating officer within the Directorate/Division 
will inform the individual(s) of the breach (the Information Governance Department will 
support this process). 
 
4.5.13 Protection from Malicious Software 
 
The Trust will use software countermeasures and management procedures to protect itself 
against the threat of malicious software.  All staff will be expected to co-operate fully with 
this policy. Users must not install software on the Trust’s property without permission / 
guidance from the Head of Information Technology (IT) Technology.  Users must contact 
the IT Helpdesk in the first instance to report new software. 
 
4.5.14 Use of Equipment 
 
Only Trust approved and supplied equipment e.g. USB Sticks, laptops and removable 
media is to be used for any Trust business. 
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4.5.15 User Disks 
 
Disks containing software or data from external sources, or that have been used in 
external equipment, must be fully virus checked by ICT before being used on the Trust’s 
equipment. Users breaching this requirement may be subject to disciplinary action. 
 
4.5.16 Passwords 
 
Users must not share their passwords with others.  Users must also ensure that their 
password is not discovered by others.  Password-protected media must not have the 
password attached to them.  Since Smartcards also provide access to electronic systems 
these too must never be shared. Remember the work you undertake using your 
password(s) / Smartcard is recorded as having been completed by you. If an individual 
needs to use a system in order to undertake their duties they must apply for access in their 
own right. 
 
4.5.17 Identification (ID) Badges 
 
In the same way that passwords/ Smartcards provide system access to an authorised user 
ID Badges provide physical to areas of the Trust dependant on job role. These too must 
not be shared. If an individual requires access in order to undertake their duties they must 
apply for access in their own right. 
 
4.5.18 Storage of Person Identifiable or Trust Sensitive Information 
 
No Person Identifiable or sensitive information is to be stored on any Personal Computer 
unless: 
 

• A legitimate business need has been identified, risk assessed and agreed with the 
employee’s line manager and the outcome recorded. 

• An appropriate level of encryption has been applied to the PC by the Trust. (Refer to 
Encryption Procedure CORP/PROC/509 (2)). 

 
4.5.19 ICT System Back-ups 
 
Any staff responsible for transportation and/or storage of back-up media for Trust systems 
must ensure that the Transportation of Back up Media CORP/PROC/467 Procedure (3) is 
adhered to.  Any back-up data that is transported either internally or externally that is not 
appropriately encrypted must be Risk Assessed and authorisation for the transfer must be 
sought from the Head of ICT and recorded. (Refer to Transportation of Back Up Media 
CORP/PROC/467). 
 
4.5.20 Removable Media (i.e. Disks and Memory Sticks) 
 
N.B All Trust laptops will be encrypted. (Refer to Encryption Procedure CORP/PROC/509 
(2)). 
 
Removable Media must not be used to store any Trust based information unless a 
legitimate business need has been identified, risk assessed and agreed with the 
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employee’s line manager, and the outcome recorded and an appropriate level of 
encryption has been applied to the device. Any employee with a requirement to use a USB 
Stick must ensure that the Trust supplied Encrypted USB Sticks are used. (Refer to the 
Encryption Procedure CORP/PROC/509 (2), and the Mobile Computing Equipment 
Management (Mobile Devices and Media) Policy CORP/POL/513 (4). 
 
Removable media that has been in contact with a non-Trust PC or network e.g. CD with 
PowerPoint presentation or from an unknown source must be fully virus checked by ICT 
before being used on the Trust’s equipment.  All Trust systems have built in Virus checks 
that will automatically detect malicious software, if any user experiences any problems 
contact the IT Helpdesk. 
 
For further advice on how to do this contact the IT Helpdesk. 
 
4.5.21 Remote Access 
 
Users that have been provided with the ability to access Trust information systems 
remotely, e.g. via laptop and Virtual Private Network “VPN” connection are responsible for 
ensuring that no unauthorised access occurs. (See Internet Remote Access Procedure 
CORP/PROC/463 (5)). 
 
4.5.22 Data Transfers 
 
Person identifiable e.g. patient, staff member and Trust confidential information must not 
be transferred outside the Trust unless: 
 

• The method for transfer must be risked assessed to identify the most appropriate 
means of transfer and the outcome of this risk assessment recorded. Further 
assistance can be sought from the Information Security Officer. 

• Paper Based Information – as a minimum requirement envelopes must be correctly 
addressed, sealed and marked private and confidential. (Information that is 
considered “sensitive” e.g. healthcare documentation must be sent by recorded 
delivery or courier). 

• Electronic data must be encrypted prior to transfer. (Refer to the Encryption 
Procedure COPR/PROC/509 (2)). 

 
4.5.23 Email 
 
Person identifiable e.g. patient, staff member and Trust confidential information must not 
be sent outside of the Trust via E-mail unless you have a legitimate business need and 
appropriate authorisation from your line manager. E-mails must be sent securely. Please 
refer to the E-mail Policy – CORP/POL/068 (6). Users must contact Information 
Governance if they are unsure as to the security of a message. (Refer to the Encryption 
Procedure – CORP/PROC/509 (2)). 
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4.5.24 Monitoring System Access and Use 
 
An audit trail of system access and use will be maintained and reviewed on a regular basis 
by the Information Asset Administrators. 
 
4.5.25 Accreditation of Information Systems 
 
The Trust will ensure that all new information systems, applications and networks include a 
security and risk assessment plan and are approved by the Health Informatics Committee 
before they commence operation this will be undertaken by the Data Protection Impact 
Assessment Screening Process. 
 
4.5.26 System Change Control 
 
Changes to information systems, applications or networks must be reviewed and approved 
by the Head of ICT.  
 
4.5.27 Intellectual Property Rights 
 
The Trust will ensure that all information products are properly licensed and approved by 
the Information Security Officer.  Only authorised users may install commercial software in 
the Trust’s property.  Unauthorised users must not install commercial or copyright software 
without permission from the Head of ICT.  Users breaching this requirement may be 
subject to disciplinary action. 
 
4.5.28 Business Continuity and Disaster Recovery Plans 
 
The Trust in conjunction with IAOs will ensure that business continuity and disaster 
recovery plans are produced for all critical information, applications, systems and 
networks. 
 
4.5.29 Clear Desk and Clear Screen 
 
The Trust operates a clear desk and clear screen policy and all employees must adhere to 
the following:- 
 

• Computers and terminals must be left logged off or protected by Control-Alt-Delete 
and locked function. 

• Computers and Laptops must be secured against unauthorised physical access. 

 
Smartcards must be removed from the PCs and be kept securely once the user has 
terminated their session. 
 
4.6 Key Performance Indicators 
 
The Information Security Officer will provide regular reports to the Health Informatics 
Committee with: 
 

• The number of reported Information Security untoward incidents. 
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• Staff training undertaken 

• Report on ISMS progress and Risk Assessment status 
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Appendix 1: Equality Impact Assessment Form  
Department Information 

Governance 
Service or Policy Policy Date Completed: 05/05/2021 

GROUPS TO BE CONSIDERED 
Deprived communities, homeless, substance misusers, people who have a disability, learning disability, older people, children and families, 
young people, Lesbian Gay Bi-sexual or Transgender, minority ethnic communities, Gypsy/Roma/Travellers, women/men, parents, carers, staff, 
wider community, offenders. 

EQUALITY PROTECTED CHARACTERISTICS TO BE CONSIDERED 
Age, gender, disability, race, sexual orientation, gender identity (or reassignment), religion and belief, carers, Human Rights and social 
economic / deprivation. 

QUESTION RESPONSE IMPACT 

Issue Action Positive Negative 
What is the service, leaflet or policy 
development? 
What are its aims, who are the target 
audience? 

The Procedural Document is to ensure 
that all members of staff have clear 
guidance on processes to be followed. 
The target audience is all staff across 
the Organisation who undertakes this 
process. 

Raise awareness of the 
Organisations format and 
processes involved in 
relation to the procedural 
document. 

Yes – Clear 
processes identified  

 

Does the service, leaflet or policy/ 
development impact on community 
safety 

• Crime 

• Community cohesion 

Not applicable to community safety or 
crime 

N/A N/A  

Is there any evidence that groups who 
should benefit do not? i.e. equal 
opportunity monitoring of service users 
and/or staff. If none/insufficient local or 
national data available consider what 
information you need. 

No N/A N/A  

Does the service, leaflet or 
development/ policy have a negative 
impact on any geographical or sub 
group of the population? 

No N/A N/A  

How does the service, leaflet or policy/ 
development promote equality and 
diversity? 

Ensures a cohesive approach across 
the Organisation in relation to the 
procedural document. 

All policies and procedural 
documents include an EA to 
identify any positive or 
negative impacts. 

  

Does the service, leaflet or policy/ 
development explicitly include a 
commitment to equality and diversity 
and meeting needs? How does it 
demonstrate its impact? 

The Procedure includes a completed 
EA which provides the opportunity to 
highlight any potential for a negative / 
adverse impact. 

   

Does the Organisation or service 
workforce reflect the local population? 
Do we employ people from 
disadvantaged groups 

Our workforce is reflective of the local 
population.   

   

Will the service, leaflet or policy/ 
development 
i. Improve economic social conditions 

in 
deprived areas 

ii. Use brown field sites 
iii. Improve public spaces including 

creation of green spaces? 

N/A    

Does the service, leaflet or policy/ 
development promote equity of lifelong 
learning? 

N/A    

Does the service, leaflet or policy/ 
development encourage healthy 
lifestyles and reduce risks to health? 

N/A    

Does the service, leaflet or policy/ 
development impact on transport? 
What are the implications of this? 

N/A    

Does the service, leaflet or 
policy/development impact on housing, 
housing needs, homelessness, or a 
person’s ability to remain at home? 

N/A    
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Appendix 1: Equality Impact Assessment Form  
Are there any groups for whom this 
policy/ service/leaflet would have an 
impact? Is it an adverse/negative 
impact? Does it or could it (or is the 
perception that it could exclude 
disadvantaged or marginalised groups? 

None identified    

Does the policy/development promote 
access to services and facilities for any 
group in particular? 

No    

Does the service, leaflet or 
policy/development impact on the 
environment 

• During development 

• At implementation? 

No    

ACTION: 

Please identify if you are now required to carry out a Full Equality 
Analysis 

Yes No (Please delete as 
appropriate) 

Name of Author: 
Signature of Author: 

Melanie Baines Date Signed: 05/05/2021 

  

Name of Lead Person: 
Signature of Lead Person: 

 Date Signed:  

  

Name of Manager: 
Signature of Manager 

Hayley Atkinson Date Signed: 05/05/2021 

 

 


